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Agreement on the Brokering of Identification 
Events and on Other Collaboration in the 
Trust Network

1	 Parties to the Agreement 

Identification Device Provider 

and 

Broker Service Provider 

2	 Definitions

For the purposes of this Agreement on the Brokering 
of Identification Events and on Other Collaboration in 
the Trust Network (‘Agreement’), 

eService
means a customer of the Broker Service Provider to 
whom the Broker Service Provider transmits identi-
fication data received from the Identification Device 
Provider;  

eIDAS
Regulation (EU) 910/2014 of the European Parliame-
nt and European Council on electronic identification 
and trust services for electronic transactions in the 
internal market (eIDAS Regulation) and repealing Eu-
ropean Council directive 1999/93/EC. 

Code of Conduct
means the Code of Conduct for Identification Service 
Trust Network issued by the Finnish Communications 
Regulatory Authority FICORA No 216/2017 S (3 July 
2017); 

Confidential Information
means technical, commercial or financial information 
of a Party, companies in the same group with a Party or 
subcontractors of a Party that is marked as confidential 
or that should be understood to be confidential; 

Trust Network
means the network of identification service providers 
who have made a notification to FICORA as referred 
to in section 12a of the Act on Strong Electronic Identi- 

fication and Electronic Signatures (617/2009, ‘the 
Identification Act’); 

Portal
One customer service package. It is more specifical-
ly defined in section 2 of the interpretative memo-
randum 658/620/2017 of FICORA (now the Finnish 
Transport and Communications Agency Traficom), on 
the combining of customer services (with weak iden-
tification).

Privacy Notice
means an Annex to the FICORA Recommendation 
216/2017 S titled ‘Processing of personal data in a 
trust network for electronic identification’ (3 July 
2017); 

ID data
Personal data transferred in the course of an identifi-
cation event, consisting of the user’s first name, last 
name and personal identity code. 

Identification Service
means the strong electronic identification service of 
the Identification Device Provider in which Identifi-
cation Device Holders are identified on the basis of 
their Identification Device; 

Identification Event   
A chain of events in which an identification device 
holder is identified by an e-service that relies on the 
broker service and the identification service to detect 
the identity or other character of the identification 
device holder; 

Act on electronic identification  
Act on Strong Electronic Identification and Electronic 
Trust Services (617/2009). 

Identification Event
means a chain of events where an Identification De-
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vice Holder is identified by an eService who relies on 
the Broker Service and the Identification Service to 
detect the identity or other character of the Identifi-
cation Device Holder; 

Identification Device
means an identification device issued by the Identi-
fication Device Provider to its customers. As a rule, 
such devices are universal in nature and do not in-
volve any use restrictions. Possible restrictions are 
agreed between the Parties in Appendix 1; 

Identification Device Holder
means a customer of the Identification Device Provi-
der to whom the Identification Device Provider has 
issued an Identification Device; and 

Broker Service
means the identification broker service of the Broker 
Service Provider who transmits identification events 
and data from the Identification Service to eServices. 

3	 Background and purpose of the 
Agreement 

The Identification Device Provider offers a strong 
electronic Identification Service and issues Identifica-
tion Devices to Identification Device Holders so that 
it can reliably identify the Identification Device Hol-
ders on behalf of eServices.

The Broker Service Provider offers a Broker Servi-
ce and transmits Identification Events between the 
Identification Device Provider and eServices. 

The provider of the intermediary service must always 
transmit the user’s ID data at the elevated level in ac-
cordance with the eIDAS regulation. 

The Identification Device Provider and the Broker Ser-
vice Provider are registered in the register of provi-
ders offering strong electronic identification services 
maintained by FICORA. The Parties are also members 
of the Trust Network, which enables the brokering of 
Identification Events performed using different Iden-
tification Devices to eServices via interoperable tech-
nical and administrative arrangements.

4	 Object and interpretation of the 
Agreement 

In this Agreement, the Parties agree that the Broker 
Service Provider has the right to transmit Identifi-
cation Events between the Identification Service of 
the Identification Device Provider and eServices. To 
this end, the Identification Device Provider’s Identi-
fication Service will be technically connected to the 
Broker Service Provider’s Broker Service. 

The broker service may transmit an identification 
event performed with an identification instrument to 
a service directed to the EEA area. 

The purpose of the Agreement is to agree on the 
rights and obligations of the Parties regarding colla-
boration in the Trust Network and on other terms and 
conditions to be observed in the collaboration. 

The Broker Service Provider connects eServices to 
their Broker Service so that the Identification Devi-
ce of the Identification Device Provider is offered to 
these services as one identification device available 
to their customers. 

The Identification Device Provider commits to tre-
ating the Broker Service Provider in an equal and 
non-discriminatory manner and to offer a corres-
ponding service level to the Broker Service Provider’s 
Broker Service as it offers to the eServices to which it 
provides brokering services itself. 

Regarding the brokering of Identification Events per-
formed within the Trust Network, the objective of the 
Parties is that the Broker Service is available 24 hours, 
seven days a week, excluding any servicing, service 
update, maintenance, disruptions or faults that cause 
breaks in the availability of the Identification Service. 

Each Party is responsible for ensuring that individu-
al Identification Events are recorded and archived as 
required by law.

The purpose of this Agreement is not to amend any 
obligations or rights of the Parties relating to the 
Trust Network that arise from mandatory law or FI-
CORA regulations. 

This Agreement is non-exclusive and does not pre-
vent either Party from concluding similar agreements 
with other service providers. 
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5	 Appendices to the Agreement 

The following appendices form an integral part of this 
Agreement: 

Appendix 1 Pricing 

Appendix 2 Service description 

Appendix 3 Contact persons 

6	 General rights and obligations of the 
Parties 

The Identification Device Provider is responsible for 
ensuring that: 

	- its Identification Service and activities within the 
meaning of this Agreement fulfil all regulatory 
requirements and any requirements issued under 
law; 

	- The broker service or service provider may not 
transfer an identified user in accordance with 
the act on electronic identification to another 
strongly identified service provider or to another 
service, for example. Under the act on electronic 
identification, the user may only be transferred 
as weakly identified to another service provider 
in the case of providing the service as part of the 
portal.

	- the initial identification of an Identification Devi-
ce Holder is carried out in an appropriate manner 
and so that the Identification Device Provider 
assumes the liability for any damage arising from 
incorrect initial identification of an Identification 
Device Holder;

	- all contractual or technical use restrictions con-
cerning the Identification Devices are disclosed to 
the Broker Service Provider or otherwise clearly 
observable and that the Parties have separately 
agreed on such a restriction beforehand;

	- Identification Device Holders have the opportu-
nity to make a notification regarding loss of or 
an unauthorised access to or unauthorised use 
of an Identification Device at any time necessary. 
Once the Identification Device Provider receives 
such a notification, it must immediately cancel 
or prevent the use of the relevant Identification 
Device and appropriately and without any delay 

record in its systems the time when the device or 
its use was cancelled; 

	- the technical interface of the Identification Servi-
ce is implemented and maintained in accordance 
with Appendix 2 (Service description) and that 
the interface is interoperable with the Broker 
Service interface described in Appendix 2 (Service 
description); and 

	- the Identification Service meets the service level 
requirements agreed in Appendix 2 (Service 
description). The Identification Device Provider 
understands that the availability of the Identifi-
cation Service plays a key role in the operation of 
the Trust Network. 

The Identification Device Provider is also responsible 
for the development of its services connected to the 
technical infrastructure of the Trust Network, as well 
as for the development of the Identification Service. 
The Identification Device Provider has the right to 
independently determine any use and other condi-
tions and prices that it offers to its own customers, 
i.e. Identification Device Holders.  

The Broker Service Provider is responsible for en-
suring: 

	- that its Broker Service fulfil all regulatory require-
ments and any requirements issued under law 

	- and 

	- that the technical interface of the Broker Service 
is implemented and maintained in accordance 
with Appendix 2 (Service description) and that 
the interface is interoperable with the Identifi-
cation Service interface described in Appendix 2 
(Service description). 

The Broker Service Provider is also responsible for the 
development of its services connected to the techni-
cal infrastructure of the Trust Network, as well as for 
the development of the Broker Service. The Broker 
Service Provider has the right to independently de-
termine any use and other conditions and prices that 
it offers to its own customers, i.e. eServices. 
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7	 The interface and the minimum set of 
identification data 

The Parties agree on the details of the interface to 
be implemented in Appendix 2 (Service description). 

Regarding the minimum set of identification data, 
the Parties agree the following: 

The Identification Device Provider’s Identification 
Service commits to transmitting the minimum set of 
data relayed in the Trust Network to the interface as 
referred to in section 12 of FICORA Regulation No 72, 
including the information on the level of assurance of 
an Identification Event.

8	 Intellectual property rights relating to 
the services 

The Identification Device Provider holds all intellectu-
al property rights concerning its Identification Service 
and related materials. This Agreement does not trans-
fer any such rights to the Broker Service Provider. 

The Broker Service Provider holds all intellectual pro-
perty rights concerning its Broker Service and related 
materials. This Agreement does not transfer any such 
rights to the Identification Device Provider. 

9	 Trademarks and marketing of the 
services 

Unless otherwise stated later in this section, neither 
Party has the right to use the trade name or trade-
marks of the other Party in any other context than in 
connection with the provision of their service without 
the written consent from the other Party.

The Broker Service Provider has the right to use the 
trade name and trademark of the Identification Devi-
ce Provider in the Broker Service and related materi-
als as specified in the Code of Conduct. In addition, 
the Broker Service Provider has the right to use the 
trade name and trademark of the Identification De-
vice Provider in the advertising and marketing of the 
Broker Service in accordance with the guidelines iss-
ued by the Identification Device Provider. 

The Identification Device Provider has the right to use 
the trade name and trademark of the Broker Service 
Provider in the context of the collaboration between 
the Parties in the Trust Network in accordance with 

the guidelines issued by the Broker Service Provider. 

The Broker Service Provider has the right to agree 
with an eService that the eService may use the trade 
name and trademark of the Identification Device Pro-
vider in accordance with the guidelines issued by the 
Identification Device Provider. 

10	Confidentiality 

Each Party commits to keeping confidential any Con-
fidential Information they receive from the other Par-
ty irrespective of the form in which the Confidential 
Information was received or disclosed or whether the 
information is protected under intellectual property 
rights. 

The receiving Party has the right to: 

	- use Confidential Information only for the purpo-
ses in accordance with this Agreement; 

	- copy Confidential Information only to the extent 
necessary for the purposes in accordance of this 
Agreement; and 

	- disclose or reveal Confidential Information only 
to employees that need the Confidential Infor-
mation for the purposes in accordance of this 
Agreement. 

In addition, each Party has the right to disclose Con-
fidential Information to companies belonging to the 
same group, as well as to any subcontractors that 
need the Confidential Information for the purposes 
in accordance of this Agreement. 

Each Party has the liability to ensure that also their 
employees and possible subcontractors commit to 
the non-disclosure provisions agreed in this section 
10. 

The non-disclosure obligation does not, however, 
apply to materials or information: 

	- that are publicly available or otherwise public 
knowledge without the receiving Party breaching 
their non-disclosure obligation; 

	- that the receiving Party has received from a third 
party that is not covered by a non-disclosure 
obligation; 
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	- that were held by the receiving Party without 
breaching any non-disclosure obligations already 
before receiving the information from the disclo-
sing Party; or 

	- that the receiving Party had developed indepen-
dently without utilising any Confidential Informa-
tion received from the disclosing Party. 

The non-disclosure obligations specified in this sec-
tion 10 do not, however, prevent the receiving Party 
from disclosing or revealing any Confidential Infor-
mation that it is obligated to disclose or reveal pur-
suant to law, regulations or other executive orders or 
court decisions (‘Official Order’) to the extent and in-
sofar as the Official Order requires the receiving Par-
ty to disclose or reveal the Confidential Information 
to authorities, such as FICORA. However, disclosure 
or revealing the Confidential Information pursuant 
to an Official Order requires that the receiving Party 
immediately notifies the disclosing Party of the mat-
ter, unless such notification is prohibited in the Of-
ficial Order. Notwithstanding the secrecy provisions 
agreed in this section 10, each Party has the right to 
disclose information within the Trust Network or to 
eServices in situations specified in section 4.7 of the 
Code of Conduct, with the exception of any business 
secrets of the Parties.

Once this Agreement is terminated or once the re-
ceiving Party no longer needs the materials for the 
purposes in accordance with this Agreement, the 
receiving Party must immediately stop using the 
Confidential Information it has received from the 
disclosing Party and return the materials and any co-
pies thereof to the disclosing Party, unless the Par-
ties agree that the materials should be destroyed. 
Nevertheless, each Party has the right to keep any 
information or copies thereof required under law or 
according to regulations of competent authorities in 
compliance with any obligations arising from such 
laws or regulations. 

The rights and obligations under this section 10 shall 
survive the termination of this Agreement and re-
main valid for five (5) years after the termination of 
the Agreement, unless an extended non-disclosure 
period is required under law or according to binding 
regulations of competent authorities. 

 

11	Data protection and processing of 
personal data 

The Parties commit to complying with the valid law 
and EU regulations in their processing of personal 
data. The Parties also commit to complying with the 
Privacy Notice. 

Each Party is an independent data controller and is 
independently responsible for ensuring that they 
have an appropriate lawful reason to process perso-
nal data. 

The Identification Device Provider is responsible for 
ensuring that it has an appropriate lawful reason, un-
der the applicable law, to disclose the personal data 
of Identification Device Holders to the Broker Servi-
ce Provider. For the purpose of providing its Broker 
Service, the Broker Service Provider has the right to 
disclose any personal data it has received from the 
Identification Device Provider in connection with 
Identification Events to the relevant eServices. 

As a data controller, the Broker Service Provider is re-
sponsible for ensuring that it only discloses personal 
data of Identification Device Holder to eServices that 
have a lawful right to process personal identification 
numbers in their service. 

As a data controller, each Party is responsible for pro-
viding the required information to the data subjects, 
ensuring the rights of the data subjects, and notifying 
the data protection authorities and data subjects of 
possible personal data breaches. 

The Parties commit to only disclose personal data 
outside the European Economic Area if this is allowed 
under the applicable law governing the processing of 
personal data and provided that any potential addi-
tional legal requirements are met. 

12	Costs 

Each Party is responsible for its own costs arising 
from the technical connection of the services or from 
other maintenance costs relating to their services. 
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13	Prices, invoicing and terms of  
payment 

The Identification Device Provider has the right to 
charge from the Broker Service Provider the Identifi-
cation Event fee specified in Appendix 1 (Pricing). The 
Broker Service Provider is not obligated to pay to the 
Identification Device Provider any other fees than the 
fee agreed in Appendix 1 (Pricing). 

The Identification Device Provider invoices the fees 
referred to in Appendix 1 (Pricing) on a quarterly ba-
sis in the month following the last event month of 
the quarter. The payment term is 30 days net of the 
invoice date. The interest for late payment complies 
with the Interest Act. 

14	Notifications and communication 
between the Parties

Any notifications relating to this Agreement must be 
addressed to the contact persons of the Parties spe-
cified in Appendix 3 (Contact persons) and submitted 
primarily by email in English. 

Notifications sent by mail are considered to have 
been received by the other Party on the 7th day of the 
sending of the notification. Email notifications are 
considered to have been received on the following 
business day. 

Each Party is responsible for notifying FICORA of any 
severe threats or disturbances in the operation or the 
information security of their service or in the use of 
an electronic identity as specified in the Code of Con-
duct. 

Each Party is also responsible for notifying, without 
undue delay, the other Party of any information se-
curity threats, disturbances or failures affecting their 
own service or the service of the other Party to allow 
both Parties to anticipate such situations and take the 
necessary preparatory or corrective measures regar-
ding their service. The Parties commit to also notify-
ing other contracting parties in the Trust Network of 
such incidents. Furthermore, the Identification Devi-
ce Provider commits to notifying Identification Devi-
ce Holders and the Broker Service Provider commits 
to notifying eServices of such incidents independent 
of whether the disturbance was found in their own 
service or in the service of the other Party. If a threat, 

failure or disturbance requires notifying the public of 
the matter, the Parties commit to mutually agreeing 
on the publication and on the contents of the notifi-
cation. 

15	Maintenance work and modifications 

Each Party has the right to carry out maintenance 
work and modifications affecting the technology and 
use of their services. The Parties agree that when 
planning and implementing maintenance work and 
modifications, they will take possible impacts on the 
other Party, other Trust Network operators and eSer-
vices into account. 

The Parties also agree that they will perform any ma-
intenance work and modifications at times specified 
in Appendix 2 (Service description) and in such a way 
that the service break is as short as possible and has 
a minimum impact. Maintenance work or modifica-
tions performed at any other time must be notified 
to the contact person of the other Party specified in 
Appendix 3 (Contact persons) as agreed in section 14 
above. 

Each Party commits to notifying any maintenance 
breaks and duration thereof or any changes to their 
service sufficiently far in advance. However, the com-
munication should take place at least within the time 
limits referred to in the Code of Conduct.

16	Failures and cases of abuse 

Each Party commits to attempt to resolve any failu-
res in its service that may affect the services of the 
other Party or other operators in the Trust Network 
or eServices. Where necessary, the Parties commit to 
cooperating to minimise the impacts of a failure to 
other operators in the Trust Network or to eServices. 

The Parties agree to take reasonable efforts to in-
vestigate any cases of abuse detected in the Trust 
Network and to prevent the continuation of the abu-
se. For the sake of clarity, the Parties state that the 
Broker Service Provider is not liable for any damage 
to Trust Network operators or third parties arising 
from a case of abuse by an Identification Device Hol-
der. 

The Parties commit to jointly examining any distur-
bances in the Identification Service.
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In the event of possible mistaken identity, the Parties 
agree to disclose the related Identification Event data 
to the other Party free of charge, as well as to make 
reasonable efforts to help to establish the identity of 
the person responsible for the Identification Event. 
Investigating the Identification Event data does not 
require the disclosure of any identification document 
data. 

Communications relating to investigating possible 
failures and disturbances must be addressed to the 
contact persons of the Parties specified in Appendix 
3 (Contact persons) and submitted primarily by email 
to the addresses listed in the appendix or otherwise 
notified by the Parties.

17	Subcontractors 

Each Party has the right to use subcontractors for the 
provision of its service and for the performance of 
its rights and obligations under this Agreement. Each 
Party is responsible for the actions of its subcon-
tractors as for its own actions. 

18	Limitation of liability 

Pursuant to this Agreement, the Parties are not liable 
for any indirect damages or damages that the Party 
could not have reasonably foreseen.

Under this Agreement, each Party is liable to com-
pensate the other Party for any direct damages that 
have demonstrably been incurred to the injured Party 
as a result of actions of the accountable Party. The 
Parties are not liable to compensate any indirect da-
mages or damages that the Party could not have rea-
sonably foreseen. 

The liability for damages per year shall not exceed 
twenty per cent (20%) of the annual value of this Ag-
reement, i.e. the amount of service fees paid for the 
Identification Events brokered by the Broker Service 
Provider during the previous year. In the first year, 
the liability for damages is limited on the basis of the 
amount of service fees expected to be paid in that 
year. For single Identification Events, the liability for 
damages shall not exceed the price per Identification 
Event less VAT. 

The limitation of liability specified in this section 18 
does not, however, apply to damages arising from in-

tentional or negligent behaviour of the other Party 
or from a breach of the non-confidentiality obligation 
or obligations concerning the processing of perso-
nal data or from an infringement of intellectual pro-
perty rights. Where a third party makes a justifiable 
claim regarding the use of their materials in the Trust 
Network, the Party who has disclosed the said mate-
rials for use in the Broker Service is deemed liable for 
the claim. 

Pursuant to this Agreement, neither Party is liable 
to compensate damages arising from factors within 
the responsibility of the other Party or a third party 
or from a force majeure situation. Nevertheless, the 
Broker Service Provider is liable for compensating the 
Identification Device Provider for any indirect dama-
ges caused by eServices. 

The grantor of the chained ID is always responsible 
for any damage that may result from the fact that 
it has relied on the identification instrument when 
chaining it, unless the grantor can demonstrate that 
the initial identification of the identification instru-
ment has been incorrectly executed due to gross 
negligence or intent on the part of the identification 
instrument provider. 

Any claims relating to this Agreement must be pre-
sented to the other Party in writing without any delay 
and no later than three (3) years of the date when the 
Party became or should have become aware of the 
grounds for the claim. 

19	Force majeure 

Each Party is released from its obligations and liabi-
lity for damages if the breach or non-fulfilment of 
contractual obligations results from a force majeure 
situation. 

‘Force majeure’ refers to an extraordinary yet influ-
ential event taking place after the conclusion of the 
Agreement that neither Party had reason to take into 
account when concluding the Agreement and that is 
beyond the control of the Parties and could not have 
been avoided or overcome through reasonable mea-
sures. Such events may include war, mutiny, restric-
tions on foreign currency, refusal of export licences, 
confiscation or seizure, import or export ban, natural 
disasters, serious epidemics, pandemics, disruptions 
in a public transport, data traffic or energy supply 
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networks, shortages of available means of trans-
port, general shortages of supply, power restrictions, 
labour disputes, fires, failures or delays in telecom-
munication connections or devices acquired from or 
held by a third party, cable damage caused by a third 
party or some other reason beyond the control of the 
Parties with similar impacts or some extraordinary 
reason, as well as any failures or delays in deliveries 
by subcontractors arising from situations referred to 
in this section. 

Each Party is required to immediately notify the other 
Party of any force majeure situation in writing. The 
end of a force majeure event must also be notified to 
the other Party.

20	 Validity of the Agreement 

This Agreement enters into force once both Parties 
have signed the Agreement. The Agreement is valid 
until further notice and until the Agreement is ter-
minated, cancelled or otherwise ended under mutual 
agreement of the Parties. The notice of termination 
or cancellation must be served in writing. Each Par-
ty has the right to terminate the Agreement with a 
period of notice of thirty (30) days. The provider of 
the identification instrument may terminate the ag-
reement only on the basis of the code of conduct.

Each Party also has the right to cancel the Agreement 
with immediate effect if the other Party has materi-
ally breached its contractual obligations and fails to 
rectify the situation within thirty (30) days following 
a written request by the first Party.

Each Party has the right to cancel the Agreement if 
the fulfilment of the Agreement becomes impossible 
due to a force majeure event or is delayed by more 
than three (3) months.

Each Party also has the right to cancel the Agreement 
if the other Party closes down its service, is placed 
in bankruptcy, undergoes a debt arrangement or cor-
porate restructuring proceedings or liquidation or is 
otherwise deemed insolvent, or if the other Party is 
removed from the register of service providers main-
tained by FICORA.

21	Governing law and settlement of 
disputes 

This Agreement is governed by Finnish law. 

Possible disputes arising from this Agreement must 
be primarily resolved through negotiations between 
the Parties. If the Parties fail to reach a satisfactory 
result in the negotiations within reasonable period of 
time, any disputes arising from this Agreement must 
be conclusively resolved through arbitration carried 
out in accordance with the Rules of the Arbitration 
Institute of the Finland Chamber of Commerce. The 
place of arbitration is Helsinki and the language of 
arbitration is Finnish. 

22	Amendment of the Agreement 

Any amendments to this Agreement must be made 
in writing. This Agreement was drawn up in accor-
dance with the Code of Conduct. In the event of any 
changes to the applicable law, the Code of Conduct 
or the Privacy Notice, the Parties commit to agreeing 
in good faith on any necessary amendments to the 
terms and conditions under this Agreement. 

23	Transfer of the Agreement

Neither Party has the right to transfer this Agreement 
or part thereof to a third party without the advance 
written consent of the other Party. 

However, each Party has the right, without the 
consent of the other Party, to transfer the Agreement 
in full or in part to another company in the same 
group as the Party or to a third party to whom the 
Party intends to transfer its business in accordance 
with the Agreement, provided that the third party is 
also a member of the Trust Network. Where possible, 
the other Party should be notified of the transfer in 
advance.  
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24	 Signatures 

This Agreement is made in two (2) identical copies, one (1) for each Party. 

Date and place 

 
Signatures 


